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Biosecurity

more than protection against infectious
diseases (natural or engineered)

a complex spectrum of multi-dimensional
events with potential to cause major
disruptions in societal stability and/or
Increase risk of global conflict

escalating complexity driven by global
connectivities and acceleration of technology
Innovation

substantial expansion of theoretical dual-use
applications from convergence of advances
In biotechnology, synthetic biology and Al

parallel strategic importance of the industrial
bioeconomy for national economic
competitiveness and military advantage

Increased importance of biosecurity and the
bioeconomy in global trade, foreign policy
and military strategy








https://www.metmuseum.org/art/collection/search#!?q=Albrecht%20D%C3%BCrer&perPage=20&sortBy=Relevance&offset=0&pageSize=0




Infectious Diseases:
A Powerful Force in Human Evolution






“The State Capacity”:
The Ability of a Nation to Get Things Done

Jonathan K. Hanson and Rachel Sigman. “Leviathan’s Latent Dimensions:

Measuring Capacity for Comparative Political Research.”
Journal of Politics, doi.org/10.10867/715066

“Outbreaks are inevitable
Pandemics are optional.”

Dr. Larry Brilliant
Commentary on Ebola (2014)

“Resilience is the multivalent vaccine
against inevitable surprises”

Dr. Jonas Salk
The Survival of the Wisest
The Phi Delta Kappaan (1975) 56, 667-69




U.S. National Security Policy and Biodefense Pre-COVID






The COVID-19 Pandemic (December 2019 to ?)

700 million cases worldwide with
c.7 million deaths

111 million US cases and 1.2 million
deaths

US life expectancy declined by 3.8 years

projected economic losses of $13.8 trillion
through 2024

25% surge in global prevalence of anxiety
and depression

‘shadow’ pandemic: adverse
consequences of large-scale lockdown

- delayed medical treatments/screening
- K-12 education
- bankruptcy of small businesses

High-level group distills failures, successes of US covid response. CIDRAP. (April 25, 2023).
https://www.cidrap.umn.edu/covid-19/high-level-group-distills-failures-successes-us-covid-response



https://www.cidrap.umn.edu/covid-19/high-level-group-distills-failures-successes-us-covid-response










Operation Warp Speed:
The One Great Success in an Otherwise Far From Optimum
Management of the COVID-19 Pandemic

Science375 864.868(2022) DOI:10.1126/science.abn8652 Katalin Kariko, Drew Weissman win Nobel in medicine for covid-19 vaccine work. Anadolu Ajansi. (10.2.2023)
! : : - * https://www.aa.com.tr/en/health/katalin-kariko-drew-weissman-win-nobel-in-medicine-for-covid-19-vaccine-work/3005878



https://doi.org/10.1126/science.abn8652
https://www.aa.com.tr/en/health/katalin-kariko-drew-weissman-win-nobel-in-medicine-for-covid-19-vaccine-work/3005878
















Surveillance and Rapid Threat Decision:
Comprehensive Global Biosurveillance and Preparedness
for Epidemic/Pandemic Threats

SARS-CoV-2

Agent-X








http://www.newsweek.com/artificial-intelligence-us-healthcare-africa-693849


































Dynamics of Cross-Species Zoonotic Pathogen Risk Spillover

W. Karesh et. al. (2012) Lancet 380, 1942






Habitat Destruction for Expansion of Urban Food Supply Chains

Concentrated Animal Feeding Operations (CAFOSs)

Science 380, 6640 Apr 2023 February 2020. Photo: Feature China/Barcroft Media via Getty Images






Rapid Growth of Commercial Markets for Digital Diagnostics and
Remote Monitoring Systems for Livestock and Crops






Increased Extreme Weather Events and Health Risks


















Water Security






Conflict and Weather Extremes Drive Acute Hunger
In ‘Hotspot’ Countries

https://www.ft.com/content/2f518a3e-6dce-4ee3-81ec-ebb2bf2580c5






International Cooperation in Countering the
Proliferation of Weapons of Mass Destruction






The Proliferation of Dual-Use Risks from the Intersection of
Biotechnology, Synthetic Biology and Al









Biosecurity and the Bioeconomy:
National Competitiveness in Global Markets for Biology-Based Industries






Dual Use Research of Concern (DURC)

Biosafety












A hybrid viral particle generated during coinfection by
Influenza A virus and respiratory syncytial virus

J. Haney et al. Nature Microbiol. 7, 1879-1890 (2022)






Global Expansion of High Biosafety Level
(BSL-3/4) Laboratories

COVID-19 pandemic highlighted gaps in
preparedness resources for handling high
risk pathogens

- conventional public health (BSL-3)

- expanded capabilities for translational
research (Rx, vaccines)

plans announced to build 27 new BSL-4
facilities
- Russia (15), PRC (4), India (4),
Kazakhstan, Singapore, Philippines,
US (1)

long lead times for construction and
certification

high operational costs ($15-20 million/year)
- maintenance, air handling, security
staff training and (re)certification in

stringent-biohazard containment protocols
to limit risk of biosecurity breach












Dual-Use Risks from the Intersection of
Al, Biotechnology and Synthetic Biology

concerns about potential Al design of altered/novel
pathogens/toxins

LLM training sets require data

- unless adversaries have access to unique data
robust intelligence monitoring platforms should
Identify risks and nefarious actors/actions

potential expanded risk spectrum nonetheless
requires adaptive risk monitoring tools

- supply chains, satellite monitoring of activities at
laboratories of concern

- advances in automated synthesis instruments
(integrated gene-to-protein) and foreign purchase



LLM Models, Intelligent Agents and Automation
of Research Laboratory Processes

acceleration of the design-make-test-analyze (DMTA)
cycle

autonomous design and execution of scientific
experiments
- ChemCrow?, Coscientist?, LangChain¢

Integrated control of software and hardware, automated
code generation and robotics

beyond single step synthesis to rapid multi-step iterative
syntheses

a A. Bran et al. (2023) arix.org/abs/2304.05376
b D.A. Boiko et al. (2023)Nature 624, 570
c N. Chase et al. (2023) GitHub.com/yoheinakajima/babyarqi










Oversight, Regulation and Governance of Al
and Advanced Computing

dangers of premature one-size-fits all
- Inflexible constraints
- bureaucratic overreach and sclerosis

- stifle innovation in emergent applications or
uses not yet envisaged

low probability of international harmonization
based on strategic national and corporate race
for technological superiority for economic and
INERALIYERIET ]S



Complacency



Comfort and Complacency:
The Enemies of Vigilance and Preparedness





https://store.qualityforum.org/products/national-quality-partners-playbook%E2%84%A2-antibiotic-stewardship-in-post-acute-and-long-term-care-1




National Security

the Cold War brought a sense of urgency to
government decision making and whole of
society engagement

- USG (and allies), academia, industry

similar engagement for biosecurity has not yet
taken hold

proactive inventory of known and potential
threats to provide decision makers with timely
Information/options to mobilize proficient PR3
capabilities

many future threats are not the kind that can be
defeated, only managed

- microbes, climate, genes, digits






























Complacency:
The Emptiness of Political Platitudes Without Action or Accountability

Over 120 countries back COP28 UAE Climate and Health Declaration delivering breakthrough moment for health in climate talks



https://www.cop28.com/en/news/2023/12/Health-Declaration-delivering-breakthrough-moment-for-health-in-climate-talks

Mobilizing Global Commitments
to Enhance Pandemic PRR Capabilities

(re)build greater resilience in public health and healthcare
Infrastructure

essential and welcome actions (assumes commitment to
deliver)

BUT

heavily weighted to protection of G20 populations

focused almost exclusively on pandemic threats and
communicable diseases versus threat-agnostic/disaster PR3

still largely focus on enhanced detection versus
the more challenging task of threat elimination at
source






renewed focus and funding to strengthen global
public health is necessary but not sufficient

without adoption of One Health as a core principle in
global biosecurity then laudable aspirations for
human and planetary health will be:

- undermined by continued cycles of emergent
zoonotic EIDs

- food insecurity and depletion of non-renewable
natural resources and other ecosystem
disruptions

- socio — cultural — economic on stabilities and
triggers of conflict



Global Problems Require Global Solutions

balancing growing tension between nation-focused
economic and military competitiveness in advanced
technologies with global cooperation in mitigation of
shared threats















“Politics is the art of the possible,
the calculated science of survival”

Prince Otto von Bismarck

Slides available @ https://casi.asu.edu/presentations/

“Survival owes little to the art of politics,
but everything to the calculated application
of science”.

Professor Rudolph Virchow
(in reply)
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